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Introduction 

This comprehensive guide delivers a detailed, step-by-step walkthrough for installing SSL certificates on a Linux Ubuntu/Red Hat 
system. It covers everything from preparing your environment and obtaining your SSL certificate to configuring your server and 
verifying the installation, ensuring a secure and encrypted connection for your applications. 

Import SSL Certificate 

Step 1: Collect SSL certificate -  Obtain a valid SSL certificate from your domain administrator.​
 
Step 2: Copy the SSL certificate to the server - ​
 

1.​ Access your Ubuntu/Red Hat machine via Putty or by any means 
2.​ Run the following commands on your terminal: 

​
Ubuntu 
 

#Create a folder ssl​
sudo mkdir /etc/apache2/ssl​
​
#Navigate to the directory 
cd /etc/apache2/ssl 

 
 
Redhat 
 

#Navigate to the directory 
cd /etc/ssl 

 

Step 3: Copy SSL certificate to server - Copy and paste the following files into the ssl directory:​
 

1.​ SSL crt 
2.​ SSL Gd bundle 
3.​ Machine private key 

SSL Configuration Setup 

Step 1: Open the dqlabs.conf file using the below command: 
​
Ubuntu 
 

sudo vi /etc/apache2/sites-enabled/dqlabs.conf 

 
 
Redhat 
 

sudo vi /etc/httpd/conf.d/dqlabs.conf 

 
 
 
 
 

                                                                                       Quest Data Quality  3.1.3 SSL Installation Guide - Linux Environment                                       ​ ​ ​ 1 

 



None

None

 

Step 2: Go to Insert mode by clicking “I”. Inside the file, locate the virtual host configuration and then change the 
port from 80 to 443 and add the DNS name in the server name section 

 

 
Step 3: Replace the placeholders in the lines below, copy and paste them before the line </VirtualHost> (Refer to the image 

given below) to specify the SSL key path in the correct certificate section of the configuration. 
 

#Replace the placeholders with your file names 
SSLEngine on 
ProxyRequests Off 
SSLProxyEngine on 
SSLCertificateFile /etc/apache2/ssl/<cert>.crt 
SSLCertificateKeyFile /etc/apache2/ssl/<private>.key 
SSLCACertificateFile /etc/apache2/ssl/<gd>.crt 

 

 
 
Step 4: Go to command mode by pressing the escape key. Save and exit the editor using :wq! and press Enter 

 
Step 5: Navigate to the httpd.conf file (Only for RedHat, Skip this step for Ubuntu)​
 

Redhat 
 

sudo vi /etc/httpd/conf/httpd.conf 

 

Click “I” to enter insert mode and modify the listener port from 80 to 443. Click Esc key and then:wq! To save and exit 
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Step 6: Restart the server using the command: 
​
Ubuntu 
 

sudo service apache2 restart 

 
 

Redhat 
 

sudo service httpd restart 

 
 

Configuration Setup 

Note: This step can be skipped if the application is installed using https + DNS. 

Step 1: Download the DNS_upgrade_script into the DQLabs Server under the same user with which DQLabs was installed 
 

sudo wget https://s3.us-east-1.amazonaws.com/erwin-2.0/code/linux/Erwin-Dns-upgrade-script.sh 

Step 2: Open the script file 
 

sudo vi Erwin-Dns-upgrade-script.sh 

Step 3: Update the variables 
 

#Provide the existing IP address used to access the DQLabs application ​
OLD_URL="https://18.204.207.114" 
 
#Provide the DNS name that needs to be updated ​
NEW_URL="https://appenv.domain.net" 
 
#Provide the current port used to run the application​
PORT=80 
 
#Provide the destination directory of the application​
APP_DIR="/home/user/App" 

 

 

 

Step 4: Save the file and exit 
 

:wq! 

Step 5: Grant permission to execute the script 
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sudo chmod 777 Erwin-Dns-upgrade-script.sh 

Step 6: Execute the script 
 

./Erwin-Dns-upgrade-script.sh 

​
Once the script is executed successfully, access the DNS in your browser to confirm if the SSL configuration is working correctly.  

Following these steps will ensure that SSL support is enabled for the DQLabs application.  
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