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1 About this Guide 
 

This document is a configuration guide explaining how to configure LDAP authentication and authorization 
for erwin Data intelligence Suite. 

2 Introduction 
 
LDAP authentication and authorization enables customers to use their existing LDAP directory structure 
for erwin DI suite user management. 

3 Pre-Requisites 
 

erwin Data intelligence (DI) Suite v10.0 or above need to be deployed 

This configuration guide is developed considering that LDAP is already configured within customer’s 
organization, and erwin Data intelligence suite is being added to it.  
 
Further, our assumption is that customer have an internal LDAP administrator. erwin would need his/her 
assistance during this configuration for creating relevant groups in the LDAP 
 

4 Supported LDAP authentication providers 
 
erwin Data Intelligence Suite supports Active LDAP. However, erwin Data Intelligence Suite also supports 
all standard LDAP authentication providers with minimal configuration changes 

5 Configuration steps 

 
 
 

5.1 Step 1: Create Organizational Unit & roles on LDAP 
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- Create a new Organizational Unit (OU) in the active directory  

o For example - “AMMRoles”  

▪ Note: the name of OU can be of customers choice 

o Create the roles under the organizational unit, like ETL Developer, Power User, Tester etc,   

 
- Create an Administrator role - A separate role must be created in Active Directory under newly 

created Organizational Unit, and the role name can be anything except “Administrator” 

o (eg: create a role named “AMMAdministrator” as shown below).  
 

- Both the organizational unit and the roles created in the LDAP need to be further given in 
database.properties file of erwin DI Suite 

 
Sample LDAP Directory: 

 
 

5.2 Step 2: Configure LDAP Properties in database.properties 

 
- Navigate to database.properties (C:\Program Files\Apache Software Foundation\Tomcat 

8.5\webapps\erwinDIsuite\WEB-INF\database\database.properties) 
 

5.2.1 Update WebAuthenticationMechanism 

Update WebAuthenticationMechanism from “DB” to “DB, LDAP” 

         
 
 
 
 
 

5.2.2 Parameters that need to be updated 

LDAP CONFIGURATION PARAMETERS 
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LDAPLoginAttribute 

Enter the login attribute name used for the bind to the LDAP database. This can be any of the < 

#uid (or) sAMAccountName (or) cn> as setup. 

e.g.,  

LDAPServerUrl 

Enter the fully qualified name (URL) of the LDAP Server IP address along with the port and 

domain controller details. 

e.g.,   

LDAPUserDN 

Enter the LDAP bind user with fully qualified distinguished name. You can add any user DN with 

the privilege to search LDAP/Active Directory. 

e.g., in the below case ammuser is the bind user 

 

LDAPServerPassword Enter the password associated with the LDAP Server 

LDAPSearchBase 

The standard format is dc=first part of distinguished server name, dc=any part of the distinguished 

server name that appears after the dot. 

You set a search base to put limits on the authentication server directories. Enter the fully 

qualified search base details 

e.g.,  

LDAPBindUser 
Enter only the Bind Username 

e.g.,   

LDAPBindServerUrl 
Enter the LDAP Server URL 

e.g.,   

SearchBase 
<Optional> Can be empty  ---Enter an OU to put limits on the authentication server directories. 

e.g.,   

SearchFilter 
Enter the same Login Attribute type used to get user details 

e.g.,   

GroupRoleAttribute 

This attribute holds user group information on the LDAP server. Here it is the identifier to search 

the association between the user and the AMM role. 

e.g.,   

ConstructorArg 
Specify the path where the AMM roles are created 

e.g.,   

LDAPAdminGroupName 
Specify the AMM Admin role name 

e.g.,   

 



     

      

    

 
ERWIN, INC. ALL RIGHTS RESERVED 2020 

 

5.2.3 Example  

 
 

5.3  Restart erwin DI Suite application from the tomcat console 

 
Test connectivity once all the steps are done 
 

6 Frequently asked questions 
 

1. Can customer automatically see all the groups and respective users from LDAP in erwin DI Suite? 
 
Yes, the customers will be able to see all the groups and respective users as configured in the database.properties 
file 

2. Can you give any name to the newly created Organizational unit? 
 
Yes, any valid string can be given to name the organizational unit. However ensure that the same name is 
configured in the database.properties file of erwin Data Intelligence Suite 
 

3. If the user/role is deleted from LDAP, will that automatically reflect in erwin DI suite? 
 
Yes 
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4. Is erwin DI suite compatible with all LDAP providers? 
 

Most of erwin customers using Active LDAP for their LDAP configuration. Erwin DI Suite is currently certified on 
Active LDAP.  
However, erwin supports all other standard LDAP providers. They might need minor changes to the 
configuration, and it will be done under guidance of erwin support and development experts 

 
5. What are the basic steps of troubleshooting? 

 
- Ensure that the properties are properly configured in database.properties 
- Check for typos for the OU/groups/roles names in database.properties when compared to LDAP 
- Look for errors in the log files. If you see any error, send the log files to dgsupport@erwin.com with the 

proper description of the issue 
 

 
 
If any issues with SSO exists, please reach out to dgsupport@erwin.com for any assistance 

mailto:dgsupport@erwin.com

