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Introduction

This document provides a comprehensive, step-by-step process for upgrading DQLabs from V2.4.6 to V3.1.0 in a Windows
environment. It is designed for personnel with technical knowledge of Windows Operating Systems.

This guide provides step-by-step instructions, ensuring you understand the process and any Windows-specific prerequisites. By
following it, you can successfully upgrade the DQLabs application and utilize its features in your environment.

System Requirements

This section outlines the minimum system and mandatory requirements necessary to successfully install the DQLabs application in a
Windows environment.

Category Recommended

Operating system Windows Server 2022 64-bit

Processor 64-bit processor

Disk Space Minimum 100 GB (C drive is not recommended, and ensure the disk is dedicated only to
DQLabs)

Nested Virtualization Enabled

Package Core and RAM Specifications

Bronze 4 Core 8 GB RAM

Silver 4 Core 8 GB RAM

Gold 8 Core 16 GB RAM

Platinum 16 Cores 32 GB RAM

Titanium 32 Cores 64 GB RAM

Postgres Server Prerequisites (Only in case of DB Isolated Deployments)

Operating System Windows Server 2022 64-bit
CPU Core 4 Cores or more
RAM 8GB or more

Pre-requisites

1. Dedicated Server: DQLabs needs a dedicated server for installation(Windows OS should be up to date).

2. Internet Access:

URL Purpose Required during

https://license-ga.dglabs.cloud |This URL must be whitelisted to activate and Required after Installation.
manage the validity of the license key. In case of an
Offline license, raise a request with the MAC ID of

the server
https://s3.us-east-1.amazonaws. |This URL must be whitelisted to allow binaries to Required only before installation. The file
com/erwin-2.0/code/windows/abe downloaded from the DQLabs repository. can be downloaded externally and moved
pplication-code/3.1.0/Dglabs-off to the server if needed

line-installer-py-3.11-patch.zip

3. License key: A new DQ license key is required for activating the product upon upgrading to the latest version.

4. User: The DQLabs application must be maintained under the same service account as used in 2.4.6.. Services must be restarted
only from the installed user account.

5. Administrator Privileges: The user should be able to run Windows PowerShell ISE with administrator privileges

6. Dedicated Drive: Any drive other than C

7. Ports to be opened: Ports Used for Internal Communication within the Application:



https://license-qa.dqlabs.cloud/
https://s3.us-east-1.amazonaws.com/erwin-2.0/code/windows/application-code/3.1.0/Dqlabs-offline-installer-py-3.11-patch.zip
https://s3.us-east-1.amazonaws.com/erwin-2.0/code/windows/application-code/3.1.0/Dqlabs-offline-installer-py-3.11-patch.zip
https://s3.us-east-1.amazonaws.com/erwin-2.0/code/windows/application-code/3.1.0/Dqlabs-offline-installer-py-3.11-patch.zip
https://s3.us-east-1.amazonaws.com/erwin-2.0/code/windows/application-code/3.1.0/Dqlabs-offline-installer-py-3.11-patch.zip
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PostgreSQL
Airflow
HTTP

HTTPS

5432 (Mandatory)
8080
80

443

Software Requirements (Auto Install)

The below-mentioned requirements are auto-installed with the script; the user should not manually install any of the software
requirements in the DQServer. Manually installed software may conflict with the script, leading to failure.

Services
PostgreSQL
Python

IIS Server
Airflow
Drivers
Java

Spark

Version

15.11

3.11.9

NA

2.8.1

MSSQL, Oracle, PostgreSQL, MySQL ODBC/JDBC
11 Open JDK 64-bit

3.5.1

Before proceeding with the upgrade, ensure the following:

1. PostgreSQL should be available on the same server from the fresh installation of erwin DQ 2.4.6. Upgradation will not

accommodate Dual server deployments.

2. No third-party or external applications should be present on the server.
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Pre-Installation Setup

Step 1: Log in to the Server and ensure the user account is the same as the installed account provided with the necessary privileges.

Step 2: Download the binary and extract the zip file

Details about the config file
Step 3: Open the CONFIG-upgarde.txt file with administrator access and update the following:

Ensure that the CONFIG-upgarde.txt and Erwin-installer.sh are in the same directory

Server Configuration

A. drive= Define the drive letter where application has to be installed
Example - (F)

B. dglabsserverip= Define the DQLabs application server private IP for communications
Example - (10.10.10.2)

C. PSQL Host= Define the Postgres database server private IP (If postgres needs to be installed on the same server, provide the

same server [P)
D. DQL VERSION=2

DQLabs Access Information
E. DNS NAME:nodns

F. ACCESS MODE:publicorprivate
a. Public: When the server is connected to the internet, it is public. Here, the user will be able to connect to the DQLabs
application outside the network.
b. Private: When the server is connected to the intranet, it is private. Here, the user will be able to connect to the DQLabs
application using the organization network.

Note: If the user has provided the DNS_name, ACCESS_MODE needs to be empty

G. SSL_PROTOCOL: httporhttps
If the server is SSL-certified, provide the inputas https, else http

H. Postgres database credentials: Do not modify these inputs

u]
X

| CONFIG-upgarde - Notepad -
File Edit Format View Help
# 1. Please provide drive letter where DQLabs has been installed(Do not provide colon, Example F) ,

drive=D

# 2. Please provide DQLabs installed server private ip(Example: 10.0.0.4)
dglabsserverip=10.10.10.2

# 3. Please provide Postgres database server private ip(Example: 10.0.8.5)
PSQL_Host=10.10.10.2

#please provide dglabs current version (2 @r 3)
DQL_VERSION=2

# 4. DQLabs access information
# If dns name is available, replace nodns with dns value (Example: foo.foo.com)
# If the user has provided the DNS_name, ACESS_MODE needs to be empty

DNS_NAME=nodns

# 5. Run DQLabs in public ip or private ip (Please consider point 4, also ACCESS_MODE input should be public/private)
ACCESS_MODE=private

# 6. Run DQLabs in http or https (mandatory)

SSL_PROTOCOL=http

###HHEHE Please don't change the below values if upgrading from 2.x to 3.x ##HEHHE
# 7. Postgres database credentials
PostgresMasterusername=postgres
PostgresMasterPassword=postgres
PG_USERNAME=postgres
PG_PASSWHORD=postgres
PG_DB_NAME=dqlabs
AIRFLOW_USERNAME=airflow_user
AIRFLOW_PASSWORD=airflowuser
AIRFLOW_DB_MNAME=airflow_db
DATABASE_ONLY_INSTALLATION=dqglabs
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Step 4: Open PowerShell ISE as an administrator. (Press the Win key and search for PowerShell ISE > Right Click on Windows

PowerShell ISE and click on “Run as administrator”)

Step 5: In the PowerShell ISE window, click on File > Open. Locate the dglabs-upgrade-script

Step 6: Click the “Run Script” button in PowerShell (as shown in the reference image below). If the script throws a digitally not signed

error, run the following command and select yes to all.

None

Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass

\Users\dglabs> F:\prerequisites-installation-script.psl
Fi\f oad

Info

) ,\_Jlﬂ'uh-edEr

PS C:\Users\dglabs> Set-ExecutionPolicy -Scope P

Step 7: Run the script. When the user receives the pop-up mentioned below, click 'Yes'.

File Edit View Tools Debug Add-ons Help
0 & HJ 4 0 X ™| - & B8 0 O W |CH] -
dqlabs-upgrade-script.ps1 X
1 #dqlabs 2.x to 3.x upgrade
2 #version=3.1.0
3 =1if ($PSScriptRoot) {
5 # Running from a script file
6
7 $ScriptDir = $PS5criptRoot
8
9
10 & } else {
11
12 # Running interactively
13
14 # S§ScriptDir = Split-Path -Path SMyInvocation.MyCommand.Definition -Parent
15 $scriptPath = SpsISE.CurrentFile.FullPath
16 $directoryPath = Split-Path $scriptPath -Parent
17 $scriptDir = $directoryPath
18 Write-Output $scriptDir
19
20 H
21 §filerPath = "SscriptDir\CONFIG-upgarde.txt"
22 $variables = @{}
23 o o _
24 # Read the content of the file and loop through each line BT The provider 'nuget v2.8.5.208'is nt installed.nuget may... O X
25 = Get-Content SfilePath | ForEach-Object { ) ) )
26 # Ignore lines that are empty or start with a comment | Would you like PackageManagement to automatically download and install 'nuget’ now?

| Yes || No Hiuspendl
T G

tion poli

tion

PS C:\Users\dqlabs> Set-ExecutionPolicy -Scope Process -ExecutionPolicy Bypass

PS C:\Users\dqlabs> C:\Users\dqlabs\Downloads\Dqlabs-offline-installer-py-3.11-patch\dqlabs-upgrade-script.psl
Drive 1is set to: F

Drive F: 1is available.

Connection string updated with SSL protocol: http

Postgres connection success
4.229.232.63

Step 8: Once the script execution is successful, the following status message will appear.

e] has

imit r & - t ifiguring th
admin already exist in th

starting /fusr/1ib/jvm/java-17-openjdk-amd64/bin/java -cp /fopt/livy/jars/*:/opt/1ivy/conf: org.apache.livy.server.LivyServer, logging to /var/log

/1ivy/1ivy-root-server.out

ption

Airflow webserver and scheduler are started
== Airflow Token *** YWRtaW46YWRtaw4
default
===== Migration failed for the database default =====

HTTPConnectionPool (host="localhost", port=8080): Max retries exceeded with url: /api/vl/dags/manage_connections/dagRuns (Caused by NewConnectionE
rror("<ur11ib3. connection.HTTPConnection object at 0x000002AD1D6E6010>: Failed to establish a new connection: [WinError 10061] No connection coul

d be made because the target machine actively refused it'))

PS F:\DQLabs-Server\src>

Commands X X
Modules: | A v

Name:

A

Add-AppvClientConnectionGroup
Add-AppvClientPackage
Add-AppvPublishingServer
Add-AppxPackage
Add-AppxProvisionedPackage
Add-AppxVolume
Add-BCDataCacheExtension
Add-BitLockerKeyProtector
Add-BitsFile
Add-CertificateEnrolimentPolicyServer
Add-ClusteriSCSITargetServerRole
Add-Computer

Add-Content
Add-DnsClientDohServerAddress
Add-DnsClientNrptRule
Add-DtcClusterTMMapping
Add-EtwTraceProvider
Add-History
Add-InitiatoridTeMaskingSet
Add-IscsiVirtualDiskTargetMapping
Add-JobTrigger

Add-KdsRootKey
Add-LocalGroupMember
Add-Member

Add-MpPreference
Add-MpPreference
Add-NetEventNetworkAdapter
Add-NetEventPacketCaptureProvider
Add-NetEventProvider
Add-NetEventVFPProvider
Add-NetEventVmNetworkAdapter
Add-NetEventVmSwitch




erwin mLABS

Quest

Step 9: Search and open wsl window.

12

13 = 5
1a O &

17 Best match

19
g e
21

Run command

Runniny Ln 794 Col 1 100%

n 3 - T 7:04 AM
ﬂ £ wsl| i W A~ T A 300005 5

(} root@30DQwind: /mnt/c/Windows/system32 s O >

root@3eDQwind: /mnt/c/Windows/system32#

Step 10: Open PowerShell ISE with administrator access and run the following commands:
(Ensure to replace the <DQ_Drive> Example: cd “F:\DQLabs-Server\src”).

None

cd “<DQ_Drive>:\DQLabs-Server\src"
python manage.py migrate_airflow_connection

Patch Process
Step 1: Open the File Explorer and navigate to the path <DQ_Drive>:\DQLabs-Server\src\default_data\queries

Step 2: Take a backup of the synapse.py file and replace it with synapse.py

Step 3: Open the command prompt and run the following commands

None

# Replace the drive letter with <DQ_Drive>
cd /d <DQ_Drive>:\DQLabs-Server\src

python manage.py init_default_scripts --name queries



http://synapse.py
https://s3.us-east-1.amazonaws.com/erwin-2.0/code/windows/application-code/3.1.0/synapse.py
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Post-Installation Procedure

Airflow Auto Start Setup Instructions (Task Scheduler):
Follow the steps below only if it has not been done in DQLabs version 2.4.6

Step 1: Search for “Task Scheduler” in your Windows Server and open the application

@ Task Scheduler

a4

File Action View Help
allea|ll 7 lio:
© Tésﬁscrzd:lzr(llof?? I Name Status  Triggers Next Run Time Last Run Time Last Run Result
v @ lask dchedule=" "= )
. GoogleSy Create Basic Task... Multiple triggers defined 3/25/2025 205:48 AM  3/24/2025 2:05:48 AM  The operation completed suc( | 13k Scheduler Library

v

Step 2: Right-click on the Task Scheduler Library on the left pane and click Create Task

1 Googl Create Task... At 1:35 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 3/24/2025 7:35:48 AM  3/24/2025 6:48:52 AM  The operation completed suc
1 Microsoft Import Task...

Step 3: On the pop-up window, carry out the following actions:

Provide the Task a name

Choose Run whether the user is logged on or not
Check the box for Run with the highest privileges
Click OK

®

File Action View Help

e | 2nmE BE

() Task Scheduler (Local) -
% Task Scheduler Library (5 Dglabs-Airflow-start Properties (Local Computer)

General Triggers Actions Conditions Settings History

Name: ]Dqlabs-Airﬂow-start

Location:  \

Author: windows22-test-\dqlabs

Description: |

Security options

When running the task, use the following user account:

(O Run only when user is logged on
(® Run whether user is logged on or not
[] Do not store password. The task will only have access to local computer resources.

Run with highest privileges

[] Hidden Configure for: | Windows Vista™, Windows Server™ 2008

dqlabs Change User or Group...

Cancel

b
bi

Step 4: Switch to the Triggers tab and perform the following actions:

Click New
Begin the task: At startup
Click Ok
View Help
= B | Edit Trigger X |
1 -
duler (Local) Begin the task: At startup v
thedulesLihean: Settings le
3 |
No additional settings required. Ba
General Trigg| Ta
When you cr¢ Ta
1A
Trigger A
At startup bd
Advanced settings
)
[[] Delay task for: 15 minutes
[] Repeat task every: 1 hour 1 da }“
[ Stop task if it runs longer than: 3 days
[ Activate: 10/24/2024 27:30
[ Expire 1072472025 7:27:30 Al
[ Enabled tie

Cancel

Step 5: Switch to the Actions tab and perform the following actions:
Click New

Under Program/script, enter wsl

Under Add arguments, enter -d Ubuntu

Click Ok

j Create Basic Task...
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File Action View

Help

48.217.56.53

== | z/m B

T) Task Scheduler (Local)
@ Task Schedujertikean:

General Triggers Actions

When you create a task, y

Action De

Start a program

New... Edit...

Edit Action
You must specify what action this task will perform.

Action: | Start a program
Settings

Program/script:

wsl Browse...

Add arguments (optional): -d Ubuntu

Start in (optional):

[Actions
fask Sched
5] Create
& Create
Impori

| Displa

§] Disabl:
New F

]

View
[ Refres|
4 Help
jelected Ite
b Run
® End
I Disabli

Export
= Proper
Cancel K Delete
a Help

Cancel

Step 6: Switch to the Conditions tab and perform the following actions:

o (lick New

e Uncheck the box - Start the task only if the computer is on AC power

e C(lick Ok

T) Task Scheduler (Local)
& Task Scheduje-L3
B Dglabs-Airflow-start Properties (Local Computer)

l Name Status Triggers

lx’:;::h"

Fi Creat
General Triggers Actions Conditions Settings History E Creat
Specify the conditions that, along with the trigger, determine whether the task should run. The task will not Impo
run if any condition specified here is not true. .
Idle i Displ
[[] Start the task only if the computer is idle for: L ] Disat:
1 [ New
ter to be idl | .
View
dle um |
Powes r. Refre
[[] Start the task only if the computer is on AC power Help
F s to battery power od |
[[] Wake the computer to run this task &
Network F Run
[] Start enly if the fellowing netwerk connection is available: ®» End
Any connection B Disat
Expo
b Props
K Delet
E Help

Cancel ‘

Step 7: Switch to the Settings tab and perform the following actions:
e Uncheck the box - Stop the task if it runs longer than

e Uncheck the box - if the running task does not end when requested, force it to stop

e (lick Ok

File Action View Help
s 2m H

5) Task Scheduler (Local)
@ Task Scheduler Library

B Dglabs-Airflow-start Properties (Local Computer)

General Triggers Actions Conditions Settings History
Spe(lly additional settings that affect the behavior of the task.
B4 Allow task to be run on demand
[J Run task as soon as possible after a scheduled start is missed

[ if the task fails, restart every:

[ If the task is not scheduled to run again, delete it after:

If the task is already running, then the following rule applies:

Do not start a new instance v

T Jop the task f it runs longer than: x
he running task does not end when requested, force it to stop

Step 8: Follow the steps below to autostart Airflow through WSL:

1. Open Command Prompt as an administrator and run the following commands one after the other:

None

wsl

cd /root/airflow/

chmod 777 start_airflow.sh

echo sh /root/airflow/start_airflow.sh >> ~/.bashrc

Cancel

tF

16/
15/
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root@windows22-test-: ~/airflow

Microsoft Windows [Version 10.0.20348.2762]

(c) Microsoft Corporation. All rights reserved.
C:\Usersi\dglabs>ws1l

root@windows22-test-:/mnt/c/Users/dqlabs# cd /root/airflow/
root@windows22-test-:~/airflow# chmod 777 start_airflow.sh
root@windows22-test-:~/airflow# echo sh /root/airflow/start_airflow.sh >> ~/.bashrc
root@windows22-test-:~/airflow#

2. Now, reboot the Windows server and test if airflow starts automatically with a time delay of 2 minutes. To test if airflow has
started:

a. After reboot, run localhost:8080 on the server browser to check if the Aiflow Ul appears
b. Execute jobs from the Application UIL. Running jobs/tasks implies that Airflow has started.

Verification

After completing the installation and verifying the successful setup of DQLabs on your Windows machine, you can now log in to the
application and proceed with the final steps. Follow the instructions below:

Step 1: Launch any supported web browser on your machine
Step 2: In the address bar of the browser, enter the IP address or DNS name used during installation

Step 3: The browser will load the DQLabs application, and you will be presented with the login page

erwin

Modern Data Quality and Observability
Platform

By clicking the log in button, you agree to DQLabs
and

Licensed to erwin by Quest
Version: 3.1.0
Jun 16 2025

Step 4: After logging in to the application, navigate to Settings > Security > License. Activate your new 3x license key.

© Settings

Allow user to configure various properties across the application

LICENSE

@® online () Offline

@

SandBox 3.X Development Jun 052025 09:44FPM May 052026 05:01PM Tcealf079c744ebdafe28d473bab5f5 365
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Migration Notes:

The following modules will not be carried over after the upgrade to version 3.1.0:

Custom User Roles

User-based access control in version 3.1.0 differs from version
2.4.6 and cannot be directly migrated. While users themselves will
be migrated, they will be assigned a default user role. Any custom
roles that need to be recreated will require manual reassignment to
the appropriate users.

Dashboards and Reports

Due to structural changes in the Ul and visual reporting framework,
custom dashboards and reports will not be migrated and will need
to be recreated in the new version.

User Activity log

Changes in the way the logs are captured between the versions

erwin Data Quality 3.1.0 Upgrade Guide - Windows Environment 9




	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	Windows Upgrade Guide 
	erwin Data Quality V3.1.0  
	 
	Introduction 
	System Requirements 
	Pre-requisites 
	Software Requirements (Auto Install) 
	Details about the config file 
	Server Configuration 
	DQLabs Access Information 

	 
	Post-Installation Procedure 
	Airflow Auto Start Setup Instructions (Task Scheduler):​Follow the steps below only if it has not been done in DQLabs version 2.4.6 

	 
	Verification 
	 
	Migration Notes: 


